Chapter 13
Best Practices for Establishing a Biobank
Göran Hallmans and Jimmie B. Vaught
Abstract
A biobank may be defined as the long-term storage of biological samples for research or clinical purposes.
In addition to storage facilities, a biobank may comprise a complete organization with biological samples,
data, personnel, policies, and procedures for handling specimens and performing other services, such as
the management of the database and the planning of scientific studies. This combination of facilities, policies, and processes may also be called a biological resource center (BRC) (www.iarc.fr). Research using
specimens from biobanks is regulated by European Union (EU) recommendations (Recommendations
on Research on Human Biological Materials. The draft recommendation on research on human biological materials was approved by CDBI at its plenary meeting on 20 October 2005) and by voluntary best
practices from the U.S. National Cancer Institute (NCI) (http://biospecimens.cancer.gov) and other
organizations. Best practices for the management of research biobanks vary according to the institution
and differing international regulations and standards. However, there are many areas of agreement that
have resulted in best practices that should be followed in order to establish a biobank for the custodianship of high-quality specimens and data.
Key words: Biobank, Biological resource center, Specimen, Liquid nitrogen, Biological sample,
Cryovials, Bar code

1. Introduction
Biobanks have been in existence for many years, both as large
formal commercial organizations with well-established policies
and procedures, and as small facilities operated with very few
standards or rules. In recent years, the situation has changed
with the proliferation of biobanks for research and clinical applications (1). As the necessity for access to high-quality specimens
has increased, so has the necessity for standards to guide the proper
collection, processing, storage, and dissemination of the specimens.
In Europe, a major set of recommendations was established by
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the European Union (EU). In the U.S.A., the National Cancer
Institute (NCI) has taken the lead in establishing best practices
for its biobanks (also called biorepositories or biospecimen
resources in the U.S.A.). Internationally, several other major sets
of best biobanking practices have been published or are under
development (see Subheading 3.10).
The EU recommendation on research on human biological
materials was approved by the Committee of Ministers on
15 March 2006. In article 18 – “Independent Examination,” it
states that a population biobank should be “subject to an independent examination of its compliance with the requirements of
this recommendation.” The independent examination should be
interpreted as an appropriate auditing system. In article 19 –
“Oversight of population biobanks” it is recommended that “each
population biobank be subject to independent oversight” to protect the interests and rights of individuals and organizations
involved in, or influenced by, the activities of the biobank. This
statement supports the need for a system of quality control combined with a system for auditing. It states that population biobanks
should establish the policies and procedures to determine whether
a proposed research project is using the material in appropriate
way, in particular when the material is rare or scarce. In article
20 – “Access to population biobanks” the importance of access by
researchers to biological materials stored in population biobanks
is emphasized, and it is recommended to member states to take
appropriate measures to facilitate the access for scientists to various biobanks. These two statements strengthen the need for
expert evaluation of individual projects within a biobank.
The NCI Best Practices for Biospecimen Resources development process was initiated through a multiyear undertaking that
began in 2002, including a 2004 presentation to the National
Cancer Advisory Board (NCAB) of a study that showed substantial heterogeneity in management practices across NCI-supported
biospecimen resources. In 2005, the NCI took several actions
approved by the NCAB to respond to these findings, including
the establishment of the Biorepository Coordinating Committee
(BCC) in an advisory role to the NCI Office of Biorepositories
and Biospecimen Research (OBBR), and the development of the
NCI Best Practices for Biospecimen Resources in the interest of
ensuring sufficient biospecimens of documented quality to support NCI-sponsored research. The NCI Best Practices contain
technical recommendations for specimen handling, collecting
clinical data, quality assurance, biosafety and informatics, as well
as ethical, legal, and policy practices concerning informed consent, access to specimens and data, intellectual property, custodianship, and privacy protection. Although the NCI Best Practices
are voluntary, the NCI expects widespread adoption as its biobanks
realize that better standards will result in higher quality specimens.
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2. Materials
Biobanking work, including associated laboratory handling of
specimens, should be performed in a methodical way, where all
procedures are documented in standard operating procedures
(SOPs), and with the aim of a continuous evaluation of methods,
materials, and equipment. In principle, the recommendations
that are valid for accredited laboratories should be followed, and
it is an advantage if the biobank and its laboratory are accredited,
or operated as a part of an accredited laboratory. Details concerning
laboratory operations in a biobank are given in the description
of Good Biobanking Practices (GBP) and the NCI’s OBBR
Web site (2).
2.1. Automation

Automation may be employed in several ways in the biobank. The
traceability of samples may be facilitated by using bar codes. Bar
coding greatly reduces errors in all specimen handling processes.
Secondly, the whole process of DNA extraction and handling
DNA may be automated using various robotic platforms. For
laboratories with less financial resources, manual extraction and
handling of DNA and other samples is needed. By planning the
process using computerized programs with software provided for
data handling and laboratory routines, the laboratory work may
be streamlined to prevent errors. Biobanks may also benefit from
automated aliquoting, especially if the specimens are processed in
a standard manner in standard-sized containers or cryovials.
Automated freezers are also available, but usually require a large
investment of funds and are most amenable to processing large
numbers of specimens of identical type using the same size and
type of storage vessels.

2.2. Specimen
Handling

Biobanks should record important information on all individual
samples as they arrive at the facility, for example, occurrence of
hemolysis of blood, missing or thawed tubes. All events are noted
for each individual sample, e.g., retrieval to analyse, thawing, participation in a project, etc. If DNA is among the biobank’s specimens, a separate DNA database may be a part of the system
consisting of information on variables, such as DNA concentration and amount and quality parameters, such as A260/280 ratio
and the evidence of degradation. The biobank database should be
continuously updated with respect to incoming samples and sample withdrawals and also with supplementary data as applicable
(see Subheading 3.3).
Specimens should be collected and processed using standard
protocols that are suitable for the intended use and under conditions that preserve the quality and stability of the specimen.
Specific best practices for specimen collection and processing may
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be found in the NCI and ISBER best practices documents (3).
However, to provide one example, the use of various anticoagulants (EDTA, heparin, or citrate) may affect analytical results (4).
Regarding proteomic analyses, plasma is preferred since it is estimated that approximately 40% of peptides are serum specific and
derived from the clotting process (5, 6).
2.3. Storage Materials
and Equipment

Proper storage requires the use of cryovials and labeling systems
that will withstand the intended storage conditions. This requires
that when using new storage vessels, labels and bar codes, or other
printing systems, the materials are tested to assure that they are
stable if, for example, the vessels will be stored in liquid nitrogen
freezers for extended periods (2, 3).

2.3.1. Storage Containers

Samples should be deposited in freezers or other appropriate
storage containers according to a specific storage system developed
by the biobank. Depending on the specimen type, intended use,
and estimated length of storage, specimens may be stored at room
temperature, at 4°C, at −20°C, at −80°C, or at −150°C or below
in liquid nitrogen tanks (3). For large scale biobanking, a computerized inventory system is strongly recommended. Preferably,
all samples should be bar-coded and the inventory system should
provide their exact locations in the biobank’s storage containers.

2.3.2. Security for Storage
Facilities

For storage in larger biobanks, the samples should be divided and
kept in at least two different storage containers for security reasons. The storage containers should be located if possible in different buildings or clearly separated in the same building. In
addition to general building security to protect against fire, unauthorized entrance and other usual hazards, all freezers should be
protected with an alarm system against significant increases in
temperature. Independent alarms should also be connected to a
central alarm system, which must be manned for response at all
hours of the day. In the event of freezer failure, an appropriate
number (10% is recommended) of empty, operating backup freezers should be available. Any interruption of electrical power must
be compensated for within minutes by an independent system,
such as a generator with locally controlled production of electrical
power. An additional backup system using liquid nitrogen is recommended, if no such electrical system is available. In systems
using liquid nitrogen, the availability of an adequate supply is
necessary, in the event of an interruption in delivery.

2.4. Specimen
Shipment

Shipment of samples is a critical aspect of the biobanking operation,
requiring strict adherence to the relevant rules and regulations.
Specimen shipping is regulated as described in the International
Society for Biological and Environmental Repositories Best
Practices (3) and by the International Air transport Association (7).
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Appropriate shipping temperature will depend on the analyses to
be performed, and can range from ambient temperature to liquid
nitrogen temperatures in “dry LN2 shippers” (3, 4).
The shipping and receiving biobanks must agree on the shipping schedule and must communicate promptly when delivery is
delayed. It must be strictly agreed upon who has the responsibility of tracking the sample shipment if it is delayed. In a critical
situation, where specimens are at risk of thawing, the representatives of the two organizations must solve the problem in cooperation with the transport company. Tracking systems and tracking
numbers that identify shipments are provided by the transport
companies to assist in preventing such problems.

3. Methods
3.1. Technical
Practices
for Specimen Handling

The following is a brief list of technical best practices for specimen
collection, processing, storage, and retrieval. See other subheadings of the chapter, and ISBER and NCI best practices for detailed
guidance.
●●

●●

●●

●●

●●

●●

●●

●●

●●

Collect specimens under conditions appropriate for the study.
Involve a pathologist for expertise in collecting and processing surgical and autopsy specimens.
Develop SOPs for all policies and procedures.
Develop a comprehensive quality management system (QMS)
(Subheading 3.2).
Utilize a computerized specimen inventory and tracking
system.
Collect associated data for each specimen as appropriate.
Minimize collection and processing time as appropriate for
the specimen type.
Provide a training system for biobank personnel.
Store specimens in a stabilized state (e.g., formalin fixed or
frozen).

●●

Automatically record storage conditions.

●●

Provide alarm systems and backup power.

●●

Establish rules for timely biospecimen disposal.

●●

Conduct periodic review of storage equipment performance.

●●

Choose biospecimen containers with analytical goals in mind.

●●

Adhere to biosafety, packaging, and shipping regulations.

●●

Use appropriate Material Transfer Agreements (MTAs) (see
Subheading 3.8).
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●●

Be familiar with specimen shipping regulations; use proper
shipping temperatures; and train personnel in shipping regulations (see Subheading 2.4).

3.2. Quality
Assurance/Quality
Control

QMS is critical to the success of a biobank. QMS generally
comprise quality assurance (QA) and quality control (QC). QA is
the set of written standards that establishes the SOPs for managing the biobank. QC is the set of procedures used to measure
adherence to SOPs and other standards established by the QA
system.
For example, a quality system was developed within the
Medical Biobank of Umeå University Hospital during the 1990s.
In 2001, the quality assurance system GBP was formally introduced for QA, and today the system covers all activities of the
biobank. The methods of GBP are applied in sample handling,
database handling, laboratory work, research project planning
and implementation, deviation reporting, information security,
informed consent, and other formal aspects of research project
administration. It also describes the structure of decision making,
regarding overall strategic planning, as well as the evaluation of
the scientific strength of different research initiatives.
Other widely used QMS include Good Manufacturing
Practices (GMP) and ISO9001 (8). ISO9001, in particular, has
been widely adopted as a quality system that is recognized for
international biobanking collaborations. Both GMP and ISO
require strict adherence to SOPs and other well-documented
practices concerning materials acquisition and handling and
equipment maintenance. See ISBER and NCI best practices for
additional details.

3.2.1. Auditing of the QA
System

Internal preauditing by the biobank staff: Together with the PI,
all the managers should have regular group meetings, where quality problems are discussed at the practical level.

3.2.1.1. Auditing Systems

There are different systems for auditing available. Some of the
preexciting systems like Good Laboratory Practice (GLP) can
partly be used for this purpose. The following options have been
identified:
1. Involving a specific auditor for each individual project is usually too expensive for academic biobanks. This system may be
an option for commercially oriented projects if needed.
2. An internal auditing system can be established within individual projects and a report should be made after the completion of each project. A report of mistakes/deviations should
be produced. Reports should be distributed to the participating scientists, laboratories, expert groups, and the steering
committee.
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3. Large-scale auditing systems may be carried out by recognized
national certification bodies. This procedure applies to projects
attached to large laboratories, where this procedure is a part
of the internal routine.
4. Biobanking regulations in various countries offer a third alternative for auditing, where the responsible person is appointed
by the regulatory authorities.
For the purpose of avoiding mistakes in sampling of blood, especially mixing samples, various systems have been developed. One
system developed within the Medical Biobank at Umeå university
hospital in Sweden is based on color-coded centrifuge tubes that
correspond to cryovials with corresponding colors placed in a specific order. The system permits sampling to be performed by several hundred collection personnel with a minimum of mistakes.
3.2.2. Deviation Reports

The managers of different biobank sections are responsible for
writing deviation reports whenever a significant error has occurred.
Minor deviations are normally not reported. A copy of the deviation report is sent to the QA manager. The consequences of a
deviation report must always be evaluated and measures must be
taken. If necessary, the relevant SOPs must be changed. Some
examples of deviations that should be reported are:
●●

Mistakes in processing samples;

●●

Specimen delivery and receipt errors;

●●

Errors that result in significant cost increases;

●●

Errors that result in the loss of samples;

●●

●●

Established routines that are not followed or are no longer
satisfactory.
Errors in the security system

Deviation reports are always evaluated by the biobank auditor if
such a person/system is available. In some countries, for example,
Sweden, the Biobank Act provides a system which can be used for
this purpose.
3.3. Collecting
and Managing Data

Appropriate annotation of biospecimens is crucial to the overall
usefulness of the biospecimen resource as a tool for scientific
research (9). Biobanks store biospecimens collected using multiple methodologies and procedures. Researchers rely on banked
specimens for a wide variety of purposes, including target discovery and validation, prevention research, research on early detection, genetic studies, and epidemiologic analyses. The data
recorded by investigators and biospecimen resources depend on
the types of biospecimens collected and the studies’ objectives.
The following types of data collection are recommended, as
appropriate for the study design: specimen location and quality;
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clinical data; demographic information; lifestyle factors; pathology
data; treatment information; and any other relevant information
necessary to accomplish the study goals. However, data collection
must be in accordance with informed consent and relevant privacy
rules and regulations (2, 3).
3.4. Biosafety

Laboratories and biobanks that handle biospecimens expose their
employees to risks involving infectious agents and chemicals, as
well as the general dangers of a laboratory. A predictable, yet
small, percentage of specimens will pose a risk to biobank personnel who process them. All biospecimens should be treated as biohazards (10). In addition to taking biosafety precautions,
biospecimen resources should adhere to key principles of general
laboratory safety. In the U.S. laboratory, safety is regulated by the
Centers for Disease Control and Prevention and the Occupational
Health and Safety Administration (11).

3.5. Informed Consent

The policies and procedures for informed consent vary widely
among countries (3). And the level of consent, i.e., narrow or
broad consent to use a study participant’s specimen for research,
may vary depending on the study goals and local rules and regulations. Informed consent rules and regulations may also vary
over time according to changes in legislation, demands from ethics committees, and the ethical or institutional review board
(ERB or IRB depending on the local designation). For some
research projects, the informed consent is outdated and does not
cover current research activities. The IRB may, in such situations, demand renewed approval from the donors. The essential
elements of informed consent are outlined in Chapter 2 of this
volume.
Informed consent protects both the biobank and the study
participant. As such a signed informed consent is necessary whenever possible. However, note that in the U.S.A., there are certain
circumstances, where informed consent may be waived by an IRB
(2). The protection of the donor should follow the rules of the
Helsinki declaration (12), which outlines important principles to
protect safety and integrity, and provide moral relevance for the
donors.
It is evident that most study participants donate biological
samples for the purpose of supporting science in an altruistic
manner, to support the community in its public health efforts.
The donation is usually given for academic research and not for
personal profit of the scientists involved in the project (13).
However, the study participant should be informed of the possibility of commercial use of specimens or specimen derivatives
resulting from their donation (2, 14).
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3.6. Custodianship
and Access
to Biospecimens
and Data
3.6.1. Custodianship

3.6.2. Access
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Issues related to the ownership of specimens and data are not
specifically regulated in the legislation of most countries. In the
U.S.A., several highly publicized legal cases have resulted from
disagreements over the ownership of donated specimens (15, 16).
The NCI best practices recommend the term custodianship rather
than ownership (2). A custodianship policy should be developed
in each biobank that outlines policies and procedures to ensure
the long-term physical integrity of the biospecimens while maintaining the privacy and confidentiality of research participants.
The custodianship policy should include details concerning the
disposal or sharing of specimens and data when a study ends, or
when funding shortages force the reduction in the size of the
biobank or its closure.
Other policies have been developed in various countries. In
general terms, the “owners” are those organizations that funded
the biobank, as stated by the British MRC (17, 18) while the
scientists who have built up the biobank are the custodians or the
PI of the biobank (13) and as such legally responsible for many of
the activities within the biobank. This relationship has clearly
been expressed by the EPIC Steering Committee (19): “…the
principal investigators in each country have legal responsibilities
for the proper custody and use of both biological samples and
data from their cohort, wherever held…” (Statement of the EPIC
Steering Committee 15 October 2003).
One of the primary missions of a biobank is to disseminate specimens and data to the research community in a responsible manner.
As stated in the NCI best practices (2), to best serve the needs of
the research community, biobanks should establish the guidelines
for sample distribution and clinical data sharing consistent with
ethical principles, governing statutes and regulations, and, if applicable, informed consent language. These guidelines should be:
●●

●●

●●

●●

Clear to ensure their comprehension and adoption;
Flexible so that biobanks are responsive to changing scientific
needs;
Amendable to facilitate their adaptability over time; and
General enough, so they may be applied to different kinds of
biobanks.

In addition, access guidelines should delineate when biospecimens and clinical data are narrowly or broadly accessible and what
justifications for access to specimens are expected.
3.7. Biobank
Administration
and Control of Access

Administrative personnel and procedures will vary from one
biobank to another and from one country to another. The following is a general description that may be applied to a research biobank
that provides for the review of applications to access its materials.
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The overall decision-making process in larger biobanks is
usually led by a steering committee, while in smaller biobanks the
scientists themselves are the responsible persons. For routine
activities and writing of SOPs, the principal investigator (biobanks
initiated by scientists) or the director (some biobanks initiated by
organizations) of the biobank is responsible. Priority to use the
specimens is established by the responsible scientists in smaller
biobanks and by the steering committee or specially appointed
expert advisory groups in larger biobanks. The QA system also
establishes practices to be followed for the management of the
biobank, to give stability to the organization and to optimize the
scientific output. The biobank management system should be
transparent and well defined, and the systems should be audited
internally or preferably by independent experts. It is mandatory
for all individual employees and members of steering committees
and expert groups to report deviations to the standard practices
of the biobank. The deviations should be evaluated by the auditor, the PI/director, and the steering committee, and they should
be reported in a standardized fashion.
In larger biobanks, the PI, research coordinator, the database
manager, and laboratory manager may comprise a project management group responsible for contact and discussion with
researchers or research groups. An important issue in the initial
discussion is to coordinate different research projects in order to
maximize the effective use of specimens, to avoid duplication of
research goals, to facilitate for downstream handling, and to synchronize activities in the laboratory.
An application for accessing specimens from the biobank for
a research project is documented, and the steering committee and
the project management group are informed. The appropriate
expert review group is selected to evaluate the scientific value of
the project, i.e., if there is more than one expert group within the
biobank. In some biobanks, the projects are evaluated using the
members of the project team, without the involvement of independent evaluators.
The expert group members have different and selectively
identified qualifications to cover the needed area of medical
research. A decision on access to specimens may be based on the
following criteria:
●●

●●

●●

Overall scientific value of the project as well as the individual
sample analysis;
Has the project plan been reviewed by a statistician? Is there
a sufficient power to meet the scientific hypothesis of the
project?
What sample volumes are needed for the analysis? Are there
other laboratory methods available which may reduce the
sample volumes needed?
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●●

●●

●●

●●
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What are the options to coordinate the different analyses of
the project between different laboratories?
Has the suggested laboratory (or laboratories) demonstrated
high standards of quality for the specific laboratory method(s)?
Have the applicant scientists demonstrated sufficient competence for the individual research project or do they need additional expertise?
If there are conflicts of interest with previously approved
projects special rules should be applied. In certain instances,
rules must be defined to avoid the publication of very similar
studies using the same biobank materials.
If there is a conflict of interest related to an individual expert,
that person must disclose the conflict and not participate in
the decision for that specific project.

The experts must sign a confidentiality agreement when they
enter the expert group concerning their evaluations, and their
individual opinions are not public unless they issue a written statement. Sometimes, the expert groups may suggest changes in the
project plan. If the expert group approves the project, the decision must be reconfirmed by the steering committee. However,
the steering committee cannot approve an application if it has
been rejected by the expert group.
Before the biobank launches a project, the following criteria
must be fulfilled:
●●

●●

●●

●●

●●

●●

●●

Approval from the expert group and/or the steering committee;
Approval by the PI, according to a formal agreement signed
by the PI;
Approval by the Ethical Review Board and the Data Inspection
Board whenever appropriate;
Permissions from those who are responsible for the involved
disease registries or cohorts and from other parties as
appropriate;
New informed consents from the donors and other information provided to the donors if needed and when appropriate;
Completion of a Material Transfer Agreement (MTA) or
other appropriate documentation of the transfer.
In general, the biobank rules must be in accordance with the
specific regulations that control its operation, such as the
National Biobank Acts, Personal Data Acts, EU laws in
Europe, and informed consent and privacy rules and regulations in the U.S.A (2, 14).

When all the practical, legal, and scientific preparation for a project is completed, the logistic phase of transferring data and samples starts. The files of the project are encrypted prior to sending
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to the researcher or research group. Depending on the study
design, after the analyses have been completed and a copy of the
results has been sent to the biobank database, the information
(codes) about case and controls are delivered to the scientists.
The data delivered may not be copied or distributed to anyone
that does not have permission to use the data from the biobank.
Permission is only given for the purpose of accessing information
for the specific study. It is also prohibited to develop separate
databases from the information or data delivered from the
biobank. It is important that the individual’s right to privacy is
guaranteed.
3.8. Material Transfer
Agreements

MTAs are agreements that are established between biobanks that
agree to provide specimens and the recipient scientist or organization. MTAs with scientists, companies, or other organizations
should be formal documents that are signed by both the recipient
(applicant) and the principal investigator of the biobank providing the specimens. The MTA form contains contact information
and a description of the research project, and states the general
terms and conditions for the transfer of specimens and information that the applicant must agree upon (2). These conditions
may vary among biobanks and according to standards and practices in various countries (e.g., see NCI best practices), but generally
adhere to the following conditions:
●●

●●

●●

●●

●●

The applicants may only conduct noncommercial basic
research, clinical research, and epidemiologic research on the
samples.
The applicants agree to return all samples and unused portions of samples, including extracted DNA, as well as results
of tests and samples analyses with regard to individual samples, as soon as the research project has been completed. Note
that this provision may not apply in all countries.
The applicants own the results of the research (results of analyses, register data, collected patient material, etc.). Other
researchers or companies wishing to use the results must first
obtain permission from the researchers.
The applicants are forbidden to use the samples or information
in research conducted in cooperation with, under the assignment of, under the license of, or under similar conditions in
connection with a commercial company, unless prior written
approval has been obtained from the provider biobank.
If results of the project lead to a patent application, the applicants should make efforts to do so in cooperation with the
biobank. The applicants are, however, forbidden to sell or
transfer patent rights or rights related to patent applications
for discoveries based on the results of the research project or
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samples or to any other manner commercialize the results,
without prior written approval from the biobank.
●●

The applicants agree not to transfer samples or information
to persons not a part of the laboratory approved by the
biobank for the analysis of the samples. The applicants are
also forbidden to transfer their rights or obligations according to the MTA contract without prior written approval from
the biobank.

The MTA form should be used for all projects with some exceptions concerning complicated commercial projects, where it can
be replaced by agreements with special provisions for the handling of the samples and the legal issues associated with the development of industrial projects.
3.9. Informatics
for Specimen Retrieval

The informatics plan is the heart of a biobank, and it coordinates
all activities within the biobank. General informatics practices for
biobanking are discussed in Chapter 21. The discussion in this
section applies primarily to epidemiologic biobanks.
Standardized and modifiable software should be used for all
data processing activities within the biobank, including specimen
tracking, clinical annotation, and depending on the studies supported by the biobank may include case selection and control
matching. In all data administration activities, it is generally very
important to name all study data files, all working data files, and
all variables in a standardized way. A set of common data elements
should be agreed upon. This is especially crucial if the activities
have grown to a certain point, where there is no possibility to
keep track of the logistics in a manual system. Data entry should
be controlled by double keying, and the entry invalid or extreme
values should be controlled by editing protocols.
Specific programs are used for the retrieval of samples.
Retrieval is authorized by the biobank coordinator or PI. The
standard programs used for this purpose must be modified for the
actual study, and a sample selection list printed if the samples are
to be retrieved manually. When automated storage and retrieval
systems are used, the robots are instructed in a corresponding
manner. Automation speeds up the process, and it prevents human
mistakes to some extent, but automated processes may be error
prone. As noted in Subheading 2.1, automation is costly, and it is
most easily applied when the biological samples are standardized,
e.g., when only DNA in standard size vials is processed.
It is also a biobank’s responsibility to sort the samples in an
appropriate way before sending them to the analytic laboratory,
since all codes that identify cases and controls must be hidden.
Some studies require a randomization of the samples or some
other case-control order. Sorting as well as other handling of
samples must be performed without any risk of thawing or
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 arming the samples. Different routines are applied depending
w
on the amount of samples to be handled. Another important service is the preparation of a randomized set of internal controls for
inter- and intrabatch validation. To blind these QC samples for
the analytic laboratories, the samples must be prepared and labeled
within the biobank. For example, control samples with a known
concentration of DNA should be inserted and kept blinded to
the analytic laboratory for QC purposes.
For all data handled in the biobank database, the software to
be used should be defined and standardized. The database in a
biobank may contain many different materials which puts specific
demands on the handling of the database. Some of the materials
may be the property of the biobank, others may belong to external
scientists via a system of “biobank deposit boxes,” where the
biobank administers the biobank samples and questionnaires
for the scientists or by adding clinical data collected and “owned” by
the scientist/clinician. This part of the biobank data is covered
by the system of GBP.
3.9.1. Information Security
of the Biobank Database

Standard protocols that guarantee information security must be
established. The managers of various biobank sections should
have access to the database system but at different levels of security, depending on their roles and the need to access certain sensitive information. The security level is established on the basis of
need within each area of the biobank work. Some managers and
other employees are authorized to read, others to write and make
changes in certain registries and databases. For users whose
assignments change or who resign, authorization becomes invalid
immediately.
Access to the system is recommended to be protected by a
login process with password security, and a password is activated
by the screensaver whenever there is too long absence of activity.
All data should be stored in a common internal server with terminals connected to it, without any direct or indirect contacts with
internet. The server is recommended to be placed in a fire and
burglary secure closet with a secure coded lock. The door to the
research department of the biobank is also recommended to be
locked at all times. No electronic data with personal information
are allowed to be taken out from the biobank office without being
encrypted or made anonymous.

3.9.2. Privacy
and Confidentiality
of Biobank Information

The information policy is an important part of the quality work of
a biobank. To ensure that all employees are aware of secrecy laws
and information policies, an agreement form on information policy should be signed. This contract states that all information
within a biobank is confidential. If specimens from hospital patients
are involved, specific laws related to privacy within the healthcare
system covers the confidentiality of patient information within the
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biobank. In the U.S.A., patient confidentiality is regulated by the
HIPAA Privacy Rule (2).
Practices for contacts with the media are especially important
to follow in order to protect both the donors of the samples and
the unpublished results of the scientists. In contacts with the
media or other external organizations, only issues concerning
the biobank itself may be discussed. Questions that concern the
clients of the biobank, usually scientists or companies, must be
referred to the clients. Statements to the media are usually made by
the PI, someone appointed by the PI or other authorized individuals. Issues that are covered by privacy laws or confidentiality
agreements must always be handled with great care.
3.9.3. Data Sharing Policy

There are several systems for sharing data with other scientists,
the general public, or with the donors of the biological samples.
The following principles may be applied and individually evaluated in the different biobanks:
●●

●●

●●

●●

Scientists using biobank samples should be encouraged to
share their results with the media whenever new and important results are published, by issuing a press release. The
biobank should be acknowledged in the press release with the
purpose of getting information to the donors concerning
how and why their donated specimens have been used. It is
expected that this information will influence their willingness
to participate in biobank research in the future. With the dramatic development of new techniques, biobank research is
expected to increase in the future.
Some results of biobank research may be directly put into the
Web site of the biobank combined with general information
of the biobank, including its rules, QA system, and individual
questionnaires used in different studies and inventory of biological samples. Some parts of the Web site may be restricted
to use only by authorized individuals.
NCI on a regular basis posts the individual results of single
nucleotide polymorphisms (SNPs) on a restricted Web site
for the purpose of sharing data with other scientists, and promoting overall scientific development through this exchange
of information. The present view in some European countries
is that data that could be tracked back to the individuals via a
code are to be regarded as personal information no matter
how sophisticated the coding systems are, and therefore not
allowed to be posted on a Web site.
Data sharing among collaborators or with the scientific community in general is encouraged by the U.S. National Institutes
of Health as part of it data sharing policy (2). This policy
applies to NIH grants of more than 500,000 U.S. Dollars.
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3.10. Guidelines
for Evaluating
the Value of Biobanks

Internationally, a huge number of biobanks are available. There
are specific registries available for the identification of the biobanks
(20). Within the GBP, a system for overall evaluation of individual
biobanks is proposed, based on specific guidelines. The system
contains the following information:
●●

●●

●●

The biobank impact factor (BIF);
The prioritization process for the utilization of biobank
samples;
Documentation and evaluation of deviation reports within
the QA system;

●●

The extent of automation for sample processing;

●●

Regular seminars within the biobank on quality issues;

●●

One or more systems for quality audits;

●●

●●

●●

●●

A system for resolving conflicts, which cannot be resolved by
a steering committee or expert groups, by independent and
respected scientists attached to the biobank;
A system for sharing of samples with other biobanks and
external scientists;
Effectiveness of communication of results to the general public, including the donors;
An assessment of any of the biobank’s research that has been
the basis for new methods of prevention, diagnosis, or treatment of major diseases.

The BIF has been suggested by Anne Cambon-Thomsen to evaluate the quality and quantity of the scientific output of a biobank
(21). Combined with other evaluation factors suggested by GBP,
the BIF is expected to be a valuable tool for funding organizations and biobank owners in the future. Whenever there is a conflict between scientists or between scientists and authorities, the
GBP system proposes two ways of resolving the conflict: (1) Assign
the conflict to an expert group for resolution. This is usually a
successful way of solving the problem when the conflict concerns
a scientific matter. (2) When the conflict is more structural, it
should be solved by the steering committee or by a group of independent and respected scientists, a system which has been most
helpful within GBP.
Among the evaluation criteria stated above, the creation of an
internal assessment of the most important results of an individual
biobank that have been the basis for new methods of prevention,
diagnosis, or treatment of major diseases needs a specific clarification.
This assessment is very important for the funding organizations
and the biobank owners, and it should be evaluated separately by
independent experts.
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3.11. International
Biobanking Guidelines

There is considerable variation in national laws and local practices
that are applied to the usage and storage of biological samples,
personal information, and medical records among countries
around the world. This variability complicates the conditions for
collaboration between scientists from different countries, and it
can to some extent inhibit future sharing of research data and
samples, and the possibility to carry out collaborative research, if
regulations are not harmonized between countries. A process in
that direction has been initiated in the Nordic countries. In addition, several sets of standards and best practices have been published that will be helpful in establishing higher quality standards
for biobank operations and biospecimens.
Some examples are provided below:

3.11.1. ISBER

“Best Practices for Repositories: Collection, Storage and Retrieval
of Human Materials for Research” (3). These standards reflect
the collective experience of members of the organization (see
http://www.isber.org). ISBER was founded in 2000 as an educational forum for the discussion of repository to provide information and guidance on the safe and effective management of
specimen collections.

3.11.2. CoE Guides

CoE Guides (Council of Europe, 22) has legally binding requirements concerning handling of tissues and cells. In other words, the
same standards are supposed to exist throughout Europe when it
comes to healthcare systems, and especially in cases of emergencies.

3.11.3. The FirstGeneration Guidelines
for NCI-Supported
Biorepositories
(Now NCI Best Practices
for Biospecimen
Resources)

The First-Generation Guidelines for NCI-Supported Biorepositories
(now NCI Best Practices for Biospecimen Resources) (The U.S.
National Cancer Institute, (2)) were developed in order to optimize NCI-Supported Biorepositories through the adoption of
best practices, and provide high-quality biospecimen resources for
NCI’s research programs. This process was initiated in 2002, and
resulted from a report compiled that showed substantial heterogeneity in biorepository management practices across the Institute.
The guidelines describe primarily the situation in the U.S.A.

3.11.4. EuroBioBank (23)

EuroBioBank (23) is a network of biological banks in Europe
providing human biological material (DNA, tissue, cell) for
research on rare diseases. This project is financed by the EU,
under the Fifth Framework Programme for Research and
Development (FP5) “Quality of Life and Management of Living
Resources.” The primary purposes are to harmonize and spread
quality banking practices and to distribute quality material and
associated data through the network. Some of the SOPs are
publicized at the project’s homepage (http://www.eurobiobank.
org/index.htm)
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3.11.5. Harmonizing
Population-Based
Biobanks and Cohort
Studies to Strengthen
the Foundation
of European Biomedical
Science (24)

This is a P3G-project (The Public Population Project in Genomics)
which is a nonprofit international consortium to promote collaboration between researchers in the field of population genomics.

3.11.6. The Swedish
National Biobank
Program (25)

A collaborative program in consortium Swedish universities was
established in the area of functional genomics and biobanks, with
funding from the Wallenberg foundation. One of the projects is
to establish a nationwide quality assurance system for collection,
handling, storing, and documenting biological samples in
biobanks based on the quality assurance standards known as
“Good Biobanking Practise,” created at a research biobank at
Umeå University. This initiative has lead to a modified version of
the Quality Assurance manual recommended by the Swedish
County Council Association for use in all biobanks throughout the
Swedish healthcare system. The program has also developed common quality standards for evaluating methods of handling samples with regards to DNA, RNA, and protein.

3.11.7. Cancer Control
Using Population-Based
Registries and Biobanks
(CCPRB)

Cancer Control using Population-Based Registries and Biobanks
(CCPRB, (26, 27)) is a Network of Excellence project within the
sixth framework program of the EU that aims to improve control of
cancer by facilitating research that links biobanks and cancer registries. One of the purposes is to provide the study base for uniquely
large population-based prospective studies on cancer. Another aim
is to establish a Europe-wide network for spreading the awareness
of best practise quality standards for biobank-based research.

3.11.8. Comments
of Future Perspectives
for QA System of Biobanks:
Biobanking as a Profession

As discussed above, the QA system covers all the activities of a
biobank, and the QA activities must be the concern of the whole
organization, as shown in the area of transfusion medicine (28).
Regular seminars of important QA issues are needed in all major
biobanks, and in some areas (e.g., transfusion medicine) academic
programs have been suggested (28). The area of “biobanking” is
becoming more and more complicated and many organizations are
now involved in the development of laws, rules, and guidelines for
the biobanks. A new profession, “Biobankers,” has even been suggested for individuals who have a special competence and work
within the area of biobank development and biobank research (29).
One important task for the future profession of “Biobankers”
is to promote research on biobanks and to guide scientists to
optimize biobank research according to QA and other rules. The
“Biobankers” must always keep in mind that innovative research
needs flexibility and freedom. The rules of the biobanks may not
impair that crucial component of research.
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4. Notes
1. Of crucial importance in shipment of samples is the
communication between the sending and receiving laboratories. That communication must be direct and clear.
2. In selecting samples, thought must be given to the actual
situation for the selected samples, e.g., sometimes matching
must be performed to correct for the number of freeze-thaw
cycles.
3. Concerning biosafety, all biological samples should be
regarded as being potentially infectious (2).
4. It is unethical not to use the biobank samples for research
purposes, but the utilization of the samples must also be
proven to be of a specific value. If the samples are not used for
projects that meet the criteria for high-quality research, innovative results will never occur. Therefore, in biobank research,
the emphasis must always be to create systems for the efficient
use of the samples after an internal evaluation process. This
process is one of the most important parts of the QA system
of the biobank.
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